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Introduction
MFA Methods are supported with:

Email

Rublon Authenticator (Push Notification)
Rublon Authenticator Passcode

SMS Passcode

A=

Once implemented, you will be prompted to enroll in Rublon MFA when you connect to the Remote
Desktop for the first time. Below is a step-by-step guide to complete your enroliment.

Note, once enrolled, you will be prompted to complete the MFA challenge or authentication each time to
login, and you will need to provide the appropriate response or input. If the information input during the
MFA challenge fails, you will need to start over.

Enrollment steps:

Initiate enrollment

1. Launch the RDP session using the RDP icon or from RDweb (https://connect.dealerbuilt.com)

2. Once launched, you will be prompted to install the Rublon Authenticator, if you have not already
enrolled. Allthe MFA options will be greyed out at first. Click on “Manage Authenticators” to enable
Push Notification.

—
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Remote User Access

Recommended: Install Rublon Authenticator

Rution Aushenticaior supponts the following authentication mehods Mobtie Push, Moblle Passcooe

and OR Code
oneoll your mobde device with Rubion Autbessicator
1. Clck the Manage AuthenDCalon Dution
2 In the Manage Authenhicalon view, Cick Be ASd Authenticaion Sumon

3 Folow these Instructions. £

Manago Authonticaion

Please Verify Your ldentity

Need help? Pliease contact Hudion Sappon Brivacy Poicy | Terms of Secvce
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https://connect.dealerbuilt.com/

3. Clickon “Add Authenticator”
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of your account and enable adaitional authentication methods

Nood D7 Pleate contacs Fastaon Sugpert

n this process, you can configure additional authenticators (o increase the security

4. Select your preferred method for MFA authentication, either “Mobile Phone”, “Tablet”, or “Email

Address”. Then, Click “Next".

e Select“Mobile Phone" to use the Authentication App with a SMS passcode. Click here for

enrollment steps.

e Select“Tablet” ifyou wish to use the Authentication App without a phone number. Click

here for enrollment steps.

e Select”Email Address” to use email as Authenticator. Click here for enrollment steps.

e Note: WebAuthn/U2Fis not enabled

e Follow the enrollment section based on type of factor selected.

Remote User Access

What type of authenticator do you want to enroll?

® Mobile Phone (SMS, Rublon Authenticator)
Tablet (Rublon Authenticator)
WebAuthn/U2F Security Key (hardware token)

Email Address

Back Next

Need help? Please contact Rublon Support.

B DealerBuilt

Privacy Policy | Terms of Service
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Enrollment with Mobile Phone

1. Select “Mobile Phone (SMS, Rublon Authenticator)” and click on Next.
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Remote User Access

What t f authenticator do you want to enroll?

* Mobile Phone (SMS, Rublon Authenticator)
Tablet (Rublon Authenticator)
WebAuthn/U2F Security K
Email Address

ardware token)

Back

Privacy Policy | Terms of Service

Need help? Please contact Rublon Support.

2. Select Country code, fillmobile number. Then, click Next.
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Remote User Access
Enter your phone number /

A | —

o -—Q

Need help? Please contact Rublon Support. Privacy Palicy | Terms of Service

3. Selectyour type of device (Android or iOS). Then, Click Next.
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Remote User Access

What platform does your device have?

Anaroid

1

Neod nelp? Flease contact FRublon Suppart

Back

Frivacy Foncy | Tanms of Senvice
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4. Install the Rublon Authenticator app on your mobile device from Play Store (Android) or App Store
(i0S).

Android iOS

12:06 & o @ Q o Bell & 1:23 PM @ 27% 8 )
€ Q Q. rublon authenticator © Cancel
Rublon Authenticator Rublon Authenticator
Rublon Two-Factor Authentication GET
b b T .
Downloads Everyone ©@
(==
3 948 561 (.)
B

About this app

Verify multi-factor auth logins using Mobile Push, Mobile
Passcode and QR Code

Tools

5. Back on the Remote Desktop session, check “I have installed Rublon Authenticator” option and
click on Next.
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Remote User Access

n Authenticator

10 the App Store app and search for “Rublon Authenticator

nstall Rubion Authenticaior

# | have Installed Rublon Authenticator,

e v /°

Need help? Piease contatt Rublon Suppont Priviscy Folicy | Tetms of Service
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6. You will be presented with a QR code.
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Remote User Access

Activate Rublon Authenticator

7. Open the Rublon Authenticator app on your Mobile device. 1) Make sure to select ‘Allow’ to
receive notifications. 2)In the Application, click the “+"icon to register your Rublon Account. You
may receive a second promptwhich will allow access to the camera. Click on Allow.

Step 1 Step 2

12:28 = Rig

Il e

Accounts o}

®

Allow Rublon Authenticator to take
pictures and record video?
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1:23 PM @ 27% S 1:23 PM

Accounts Accounts

“Rublon” Would Like to
Access the Camera
“Rublon” Would Like to Send Your camera will be used to enable

Es 2 scanning Rublon QR codes that are
You Notifications required for this authentication

Notifications may include alerts, method.
sounds, and icon badges. These can
be configured in Settings.
Don't Allow

Don't Allow Allow

Use this scanner to register your Rublon

Account. If you have issues obtaining your QR
Code, contact your administrator.

8. Scan the On Screen QR code andthe account will be added to Rublon Authenticator app. You will
be redirected back to MFA selection screen. Select the factor of your choosing to complete the
MFA challenge.

e If SMS passcodeis selected, you must fill the SMS passcode on next screen and on
successful completion the server session will be logged on.
e If Push notification is preferred, click on Push Icon to initiate MFA push challenge.

B DealerBuilt

Remote User Access

Manage Authenticators

Please Verify Your Identity

= E

Need haip? Please contact Rubion Support Prevacy Poacy | Terms of Seoice

Phone
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9. APush Challenge will be sent to your mobile device. Check back on your mobile and click on
“Approve” for the push challenge to complete the logon.

LightYear Dealer Technologies

D DealerBuilt e

Remote User Access

990 vest. mifa

Sign in using Mobile Push
722180050

—_ 20923 PM America/Toronto

Tuesday, August 30, 2022

A Mobile Push authantication request has baen sent 10 your phone

Need help? Prease contact Rublon Support Pivacy Policy | Terms of Setvice

10. For future logons, you will be taken directly to the MFA challenge screen and prompted for your
Authentication factor.
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Enrollment with Tablet

1. Select“Tablet (Rublon Authenticator)” and click on Next.
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Remote User Access

What type of authenigior 6o you want to enroll?
MoL (SMS, Rudlon Authenticator)
” (Rubion Authenticator)
WeBAUSMULF Secunty Key (hardware token)
Emadt Acdress
Bacw

Nedd helD? Please CONACT Hution Support Privacy Polcy | Terms of Sanice

2. Selectyour type of device (Android or iOS). Then, Click Next.

D DealerBuilt

Remote User Access

What platform does your device have?

Anadrolo

1

Needq help? Please contact Fouken Support

Bacx

Frvacy Policy | Thrms of Servics
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3.

Install the Rublon Authenticator app on your mobile device from Play Store (Android) or App Store
(i0S).

Android

12:06 B

&«

i0S

wll Bell & 1:23PM o 27%0 )
Q @ @ rublon authenticator © Cancel
Rublon Authenticator Rublon Authenticator
Rublon Two-Factor Authentication GET
5T+ €
Downloads Everyone ©

B4 948 561 (‘)
H

About this app

Verify multi-factor auth logins using Mobile Push, Mobile
Passcode and GR Code

Tools

4. Backon the Remote Desktop session, check “l haveinstalled Rublon Authenticator” option and
click on Next.
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Remote User Access

Install Rubion Authenticator

ASD S30te AP0 and search for “Rubion
pion Authenticance

Need ho? Pinase Contact Hucion “ugpport

Privacy Peicy | Termn of Service
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5. You will be presented with a QR code.

D) DealerBuilt
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Activate Rublon Authenticator

6. Open the Rublon Authenticator app on your Mobile device. 1) Make sure to select ‘Allow’ to
receive notifications. 2) In the Application, click the ‘+"icon to register your Rublon Account. You
may receive a second promptwhich will allow access to the camera. Click on Allow.

Step 1 Step 2

12:28 =

Accounts

®

Allow Rublon Authenticator to take
pictures and record video?

Allow

Deny
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1:23 PM
1:23 PM @ 27% < App Store w'! T 1:23 PM

< Accounts Add Account

Accounts Accounts

“Rublon” Would Like to
Access the Camera

“Rublon” Would Like to Send Your camera will be used to enable
i 2 scanning Rublon QR codes that are
You Notifications required for this authentication

Notifications may include alerts, method.
sounds, and icon badges. These can
be configured in Settings.
Don't Allow

Don't Allow Allow

Use this scanner to register your Rublon
Account. If you have issues obtaining your QR
Code, contact your administrator.

7. Scanthe On Screen QR code and the account will be added to Rublon Authenticator app. You will
be redirected back to MFA selection screen. Click on Push Icon to initiate MFA push challenge.

B DealerBuilt
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Manage Authenticalors

Please Verify Your Identity

=

Néed help? Prease cantact Rublon Suppont Privacy Poscy | Ternns of Sernvice
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8. APush Challenge will be sent to your mobile device. Check back on your mobile and click on
“Approve” for the push challenge to complete the logon.

LightYear Dealer Technologies

LLC
SHIADD
990 vest mifa
Remote User Access
. . . . 722180050
Sign in using Mobile Push
20023 PM America/Toronto
Tuesday, August 30, 2022
A Mobde Push suthendCabon réquest has boen sent 10 your phone
Bacx
Need her? Please Contact Sutkon Suppant Frwvecy Poicy | Temn of Servvos

9. For future logons, you will be taken directly to the MFA challenge screen and prompted for your
authentication factor.
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Enrollment with Email Address

1. Select"Email Address” and click on Next.
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What type of authenticator do you want to enroll?

Mobile Phone (SM blon Authenticator)
Tablet (Rubl thehticator)
Wel n/U2F Security Key (h are token)

* Email Address

Back

Need help? Please contact Rublon Support.

Privacy Policy | Terms of Service

2. Fillin the work email address and click on “Add". You will be redirected to MFA selection screen on
successful addition of email address.

D) DealerBuilt

Remote User Access

Enter your emall address

Need help? Please contact Butian Suppon

Privacy Poscy | Terms of Senwce

3. Onthe MFA selection screen, select the email icon to initiate the MFA challenge.

D DealerBuilt
Remote User Access

Menape Auheefi oo

Please Verify Your |dentity

Pl ] D ENe (O e

e

oy POy
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4. You will receive the MFA challenge link to your email. Click on “Sign In” link in the email. It will open
the linkin a web browser.

Sign in to Remote User Access at (i (- revica/ Chicago) —_—
p) Tubien S
|

Ruksdon Muk 3 T Atk i

Sign into
Remote User Access

Remote User Access

At this point, you can close the web browser tab. Your login will have been completed
successfully.

B DealerBuilt
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Identity has been confirmed

This window can be Closed

Need help? Please contact Rubion Support. Privacy Policy | Terms of Service

Manage Authenticators

You can also add additional MFA factors apart from the one you initially enrolled with for redundancy.

If you are already enrolled, click on “Manage Authenticators”, complete the MFA, click on “Add
Authenticator” in subsequent screen and select the MFA Factor thatyou would like to add and follow the
subsequent prompts as listed in previous sections to complete the enroliment.
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